lliant

SERVICES
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AMS Web Defense (Powered by WebRoot)

Most enterprise virus and malware infections enter your network through Web
browsing. With the dexterity, quantity and complexity of these threats now
growing faster than ever, real-time dynamic filtering of Web traffic has become
critical for businesses of all sizes. Companies can no longer afford dedicated IT
resources to deal with the constantly changing web-based spam and malware
threats, and no business can afford the wasted staff productivity of unnecessary
employee web browsing, or the damage inflicted by malware to your company’s
Network. AMS Web Defense leverages a dedicated threat prevention team to
protect your network and maintain vigilance against rapidly changing web-based
threats

Remote Infrastructure Management

» 30% - 40% of Internet use in the workplace is unrelated to business. (IDC, 2007)
L . . Administrative Services
« 52% of organizations report misuse of Internet resources, with the two most
common being access to inappropriate sites (41%) and excessive Web surfing
(36%). (Department of Trade and Industry Information Security Breaches Survey) .
Managed Hosting
+ By the end of 2007, 75 percent of enterprises will be infected with undetected,
financially motivated, targeted malware that evaded their traditional
perimeter and host defenses while antivirus and network scans that continue

. . Alliant Managed Services (AMS)
to show zero infections. (Gartner, 2007).

provides a comprehensive suite of IT
solutions that maintain client
operations with maximum efficiency

AMS Web Defense - :
and minimum downtime. Each of our

- No hardware or software to purchase and maintain H : H H
Reduced Total COst | Lomer admimistration averhond solut‘lons is customized to client
of Ownership (TCO) |- No switching fees or other upfront costs specifications, powered by
- Pay-as-you-go subscription model best-in-breed technologies, and is
X - Stop known and unknown virus, phishing and malware attacks before they reach your network A
Proac.tlve Web - Integrated antispyware protection provided by award-winning Webroot Spy Sweeper® technology supported by our 24x7 SerVIC.e Desk of
Security - URL filtering and application blocking prevent unwanted content certified Level 1 - Level 3 engineers.
- Seamless protection for mobile laptop users AMS delivers IT as a finished product
U
- Intuitive Web-based management console aIIowing our clients to focus on their
Easy to Manage - Set Internet use policies according to group or user level : . :
4 9 - Import and configure users through LDAP integration core business with the peace of mind
- Real-time and scheduled reporting that their critical business support
- Service Level Agreements (SLAs) ensure performance functions are instaIIed Operated and
. . - 99.9% Uptime guarantee . . - o
el s - Fault-tolerant data centers eliminate single point-of-failure risk maintained at the hlgheSt level using
- Service, security and support is provided by global security leader state-of-the-art tools and expertise.
Kev E Alliant Managed Services
ey Features 35 Airport Road
. Web Threat Protection Morristown, New Jersey 07960
« URL & Web Content Filtering P-973.267.5236
« Internet Access Control F-973.267.5237
« Enhanced Policy Enforcement
« Intuitive Management Console www.AlliantTech.com/ams
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AMS Email Defense (Powered by WebRoot)

Worldwide business email volume now exceeds 6.6 trillion e-mails annually! With SPAM and
Virus email accounting for over 90% of this total (and growing), e-mail delivery systems and
IT resources are continually strained to process the volume. As companies attempt to
manage this volume, meet data security and compliance standards and mitigate data loss
and legal liability, email management and security has become increasingly important to a
company’s business objectives, and a key component of its overall security strategy. AMS
Email Defense protects your network from unwanted email volume and malicious payload,
and provides cost effective email continuity to protect your business from local hardware or
network failure.

Increased IT Capacity

« Reduces email volume by 90%, leaving malicious email “in the cloud”

- Per-user pricing scales easily to accommodate growth

- Turnkey managed service reduces IT resource demands

- Fast, low-risk service deployment
Increased IT Efficiency

- No local hardware or software to purchase, update or manage

- Web-based administration offers total visibility, control and flexibility

- On-demand customizable reports demonstrate effectiveness and ROI
Increased Data Security and Compliance

- 100% inbound and outbound content scanning

« Pre-defined compliance dictionaries to meet security and compliance concerns
Lower Total Cost of Ownership

- Predictable per-user operating costs

- Integrated suite of e-mail protection, management and compliance services
Effective and Reliable

- Protects against 98% of spam and 100% of known viruses

- Service desk support available 24x7x365
Business Continuity

- Data spooling for 100% email retention in case of network outage

- Web-based user interface allows read/reply/respond web email access

- Data reconciliation available once normal email operations are restored
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Key Features

« Web-based SPAM/Virus protection

« Fast Deployment & Guaranteed Service Availability
« Quarantine notifications for questionable content
» Web-based email user access during local failure

« Email Discovery, Security & Compliance

Alliant Managed Services (AMS)
provides a comprehensive suite of IT
solutions that maintain client
operations with maximum efficiency
and minimum downtime. Each of our
solutions is customized to client
specifications, powered by
best-in-breed technologies, and is
supported by our 24x7 Service Desk of
certified Level 1 - Level 3 engineers.
AMS delivers IT as a finished product,
allowing our clients to focus on their
core business with the peace of mind
that their critical business support
functions are installed, operated, and
maintained at the highest level using
state-of-the-art tools and expertise.

Alliant Managed Services
35 Airport Road
Morristown, New Jersey 07960
P-973.267.5236
F-973.267.5237

www.AlliantTech.com/ams
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